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I always tell people to follow their
intuition... in business and in their
All the facts may be
on the table, but if your gut tells you

personal lives.
something else...you best listen to
your gut.
do anything. I follow the tenet, “If
in doubt, don’t.”” 1 follow the urging

If you’re confused, don’t

of my gut and intuition when I write
these articles, too.

About five years ago, I walked into
a store in Truckee, California. It’s a
high-end store with beautiful lady’s
clothing, A particular designer named
Zelda stood out. Being an F Scott
Fitzgerald and Zelda (his wife) fan, I
was curious how the designs came to
be named Zelda. The real Zelda lived
in the 1920%s. Most people don’t know
that she was a dancer and an artist.

I visited 2 museum in Alabama, which
displays her paintings. One of her
books even outsold E Scott’s...which
Their
love story was a tumultuous one, but in
the end, they are buried on top of each
other in Maryland. I visited their grave

did not make him very happy.

site a couple of years ago.

I knew there must be a Zelda “story”
when I saw the unique designs...and
I was correct. Indeed, Zelda lives on.
Renee Shaw was the founder of Zelda.
It was a vintage-inspired design with a
personal touch that women loved. Every
piece had an angel strategically placed on
the exquisite fabrics. Women considered
the Zelda designs pieces of art. She
remembers the special occasion where
she wore Zelda. She even collects Zelda
pieces and holds onto them forever.
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Like most of America, retail has
been hit hard. While many high-end
boutiques and retail establishments
have gone out of business, Zelda
is weathering the financial storm. 1
wondered why and I also wondered
what was the secret to their success.
So I called them and paid a visit to
the Zelda team in New York City.
All of you, my readers, know that
my area of professional expertise is
in building high performance work
teams. | was curious about the Zelda
team. When I arrived at their offices
on Seventh Avenue, I was met by
Shaw Behzad. He is Zelda’s Design
Director extraordinaire. His biography
is amazing, He worked for Yves Saint
Laurent in London. Later his designs
catered to a star clientele from Diana
Ross and Grace Jones to Peggy Lee.
He studied at Ecole de la Chambre
Syndicale in Paris. Shaw is known for
his collections and received publicity
in magazines like Elle, Marie Claire
and New York. His designs have been
showcased at Nordstrom’s, Neiman-
Marcus, Saks Fifth Avenue, Lord &
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| career. This high-powered Fortune 500
professional speaker, corporate trainet,
Certified Mediator and consultant tells
it like it is with organizations such
as: the United States Senate, USDA,
Department of the Navy, United
States Air Force, FDIC, Merrill Lynch,
General Motors, Toyota, Medical Group
Management Association (MGMA),
IBM, NCR, International Association
of Hispanic Meeting Professionals

(IAHMP) and Prudential of Europe.
She has received praise from such
notables as Senator Orrin Hatch and
has shared the platform with General
Norman Schwarzkopf, Bernard Siegel,
M.D. and Nevada Governor Kenny
Guinn. Not shy with the media, she
has been on more than 1,000 radio and
television programs, including CNBC,
CBN and CNN.

She is one of the most dynamic women

Troubling Legal Twist: The Interplay of Unlawful
Employee Internet Use and Workplace Torts
HR managers must deal with worker misuse of electronic communications. A recent court
case highlights a new legal concern: the application of workplace torts to illegal employee
Internet use.

By Richard J. Reibstein and Russell E. Adler

As employers continue to provide
Internet and e-mail access to larger
proportions of their employees,
human resource managers are forced
to deal with an increasing array of
employee relations issues arising from
worker misuse of electronic forms
of communications. A recent case in
New Jersey, Doe v. XYC Corp., alerts
employers to a new and troubling legal
concern: the application of workplace
torts to illegal employee Internet use.

These torts include negligent retention,
defamation and malicious prosecution.
Exposure to these workplace torts
arises when an employer is faced with
information that an employee may be
violating the law by misusing his or her
Internet access at work or engaging in
otherillegal workplace activities over the
Internet. For example, if an employer
fails to take appropriate corrective
action to protect the potential victims
of such usage, including reporting the
employee to the police, the employer
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may now be subject to liability for
negligently retaining the employee,
according to the holdingin Doe v. XYC.
Conversely, if the employer accuses the
employee of violating the law or reports
the matter to law enforcement, it might
be exposed to liability for defamation
and malicious prosecution.

This article summarizes the manner in
which those legal risks can arise—and

ways to avoid or minimize them.
Doe v. XYC Corp.

New Jersey-based XYC Corp. had an
Internet policy that is fairly common: It
provided thatemployees were permitted
to “access [Internet| sites which are of
a business nature only” The policy
also provided that an “employee who
discovers a violation of this policy shall
notify [human resources]” and that an
“employee who violates this policy or
uses the [company’s] electronic mail or
Internet systems for improper purposes
shall be subject to discipline, up to and
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including discharge.”

A network administrator in XYC’s IT
department noticed that an employee’s
computer log reports indicated visits to
pornographic Web sites. The network
administrator directed the employee to
cease the activity but did not inform
senior management. About a year later,
the employee’s immediate supervisor
independentlynoticed thattheemployee
was visiting inappropriate Web sites
and asked the network administrator
for a report. The I'T employee reviewed
the employee’s Internet logs for two
days and found that he was visiting
Web sites with pornographic names
including “bestiality” and “necrophilia.”
The network administrator advised
XYC’s director of network and PC
services, who chose not to take any
action, believing that company policy
prohibited monitoring of Internet
usage.

In late 2000, a co-worker reported to
her manager that the employee was
shielding his computer monitor from
view and quickly minimizing windows
in a suspicious manner. The manager
raised the matter with her superior, but
no action was taken. In March 2001,
the employee’s immediate supervisor
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| accessed the employee’s computert,
clicked on “Web sites visited” and
noticed that many Web site names were
pornographic in nature, including one
that specifically mentioned children.
The supervisor met with the employee
and directed him to cease this activity.
Although the employee
complied for a short time, within a

evidently

few months he resumed his conduct.
Thereafter, the employee was arrested
on child pornography charges, but not
because of any action taken by the
company.

Thepolicelearned thatfivemonthsprior
to his arrest, the employee had taken
pornographic videos and photographs
at home of his stepdaughter “Jill” and
was transmitting the images over the
Internet from his workplace computer.
A search warrant of the employee’s
that the
employee had downloaded and stored

computer also showed
on his workplace computer a wide

array of child pornography.

The employee’s wife sued XYC on
her own behalf and on behalf of
her 10-year-old daughter, Jill. She
alleged that her husband’s use of the
workplace computer to access, upload
and download child pornography,
including pornographic pictures of
Jill, and XYC’s actions and omissions,
caused injury to her and her daughter.
The lower court dismissed the case,
but the New Jersey Appellate Division
reversed. The court held that when
an employer is on notice that one of
its employees is using a workplace
computer to access pornography and
possibly child pornography, it not only
has a duty to investigate the employee’s
activities but also a duty to take prompt
and effective action to stop any such
unauthorized activity and to report the
activity to law enforcement authorities.
While the court

appellate

never
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mentioned the types of legal claims
raised by the plaintiffs, it based its
decision on “Restatement of Torts,”
a body of law followed by virtually all
states, as well as a 24-year-old case in
New Jersey that established the tort of
negligent retention. While the Doe w.
XYC case has received a great deal of
publicity, little notice has been taken
that it is a workplace tort case.

Workplace torts implicated by Doe w.
XYC Corp.

Negligent retention. The court in
Doe v. XYC Corp. focused first on
the employer’s failure to propetly
investigate the employee’s
Internet usage. But merely conducting

illegal

a proper investigation is not enough.
An employer must then take prompt
and effective action based on the
information it gathers. As noted above,
the New Jersey court held that if the
investigation reveals that the employee
is using a workplace computer to
access pornography and possibly child
pornography, it must take action to stop
the activity and report the matter to
the police. Failure to do so may expose
the employer to liability for negligent
retention to those who may be injured
by the employee’s illegal conduct.

As a matter of law, an employer has a
dutyto protectits employees, customers,
clients and others from injuries caused
by employees whom the employer
knows, or should know, pose a risk of
harm to others. In Doe v. XYC Corp.,
the court held that this duty required
the employer to report the matter to
law enforcement authorities because
the viewing of child pornography “has
been deemed by the state and federal
lawmakers to constitute a threat to
‘others’ ... being the children who are
forced to engage in or are unwittingly
made the subject of pornographic
activities.” The court did not state

that the employer had to terminate
the employee if the investigation
revealed that the employee had been
violating the law. The court’s holding
makes clear, however, that retention
of the employee exposed XYC Corp.
to potential liability if a jury concluded
that termination would have led to a
cessation of the illegal activities (or a
reduction in its frequency).

But what if of the

investigation are inconclusive or are

the results

disputed by the employeer The answer
to that question implicates two other
defamation and

workplace  torts:

malicious prosecution.

Defamation. An employer that accuses
an employee of engaging in Internet
conduct that would violate a law
runs the risk of a lawsuit for the tort
of defamation. There are two types
of defamation: libel (written) and
slander (spoken). Any communication
that tends to harm the reputation of
another is defamatory. Accusations
that an individual has engaged in
criminal conduct are defamatory per
se. An employer is generally liable
for defamatory statements published
or communicated by an employee to
another person unless the statement
is true or is protected by a “qualified”
privilege. An employer is generally
entitled to a qualified privilege if it
makes a false defamatory statement
about an employee but did so with a
good-faith belief in the truth of the
statement. The qualified privilege can
be lost, however, if such a statement is
made without conducting a reasonable

investigation.
Employers faced with less than
conclusive information about an

employee’s illegal activity can usually
avoid claims for defamation by stating
that the employer has information
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that the employee may have engaged
in the suspected conduct. Employers
can also state that they are conducting
an investigation as to whether the
employee in question has engaged in
the suspected activities. But by jumping
to conclusions and making statements
that the employee in question engaged
in illegal activity before a reasonably
has
conducted or in the face of conflicting
the
culpability, an employer runs the risk of

thorough  investigation been

information about employee’s
being sued for defamation. It also runs
the risk of yet another workplace tort,
malicious prosecution, if the employer
reports the employee to the police.

Malicious Prosecution. The holding in
Doe v. XYC Corp. can give employers
the false impression that employers are
notonlyduty-bound to reportsuspected
criminal activity to the police but also
are protected if they do so. Under the
law of malicious prosecution, however,
an employer may be liable for damages
to the employee if it initiates legal
proceedings without probable cause.
Thus, employers secking to avoid
potential liability to third parties caused
by an employee’s illegal Internet activity
by reporting the matter to the police
may unwittingly expose themselves to
lawsuits for malicious prosecution if
they lack probable cause for doing so.
Human resources managers and
company officers confronted by these
type of Catch-22 dilemmas may have
to undertake what is sometimes called
a “pick your plaintiff” analysis: Would
we rather be sued by the potential victim
of the employee’s suspected criminal
conduct or by our own employee who
we think may be violating the law?
Lessons From Doe v. XYC Corp.

There are other ways to avoid or
tort  liability
arising from illegal Internet usage by

minimize workplace

employees. First and foremost, like
XYC Corp., employers should have
appropriate Internet usage policies in
place. Unlike XYC Corp., however,
employers should also:

* Conduct training for members
the IT
department to recognize possible

of management and

illegal  Internet wusage  and
implement procedures to follow
when confronted with information
suggesting that a violation of the
policy has occurred.

* Take prompt and effective remedial
action that may include closely
monitoring the employee’s future
usage of the Internet, removing the
employee’s access to the Internet
while at work and even terminating
the employee for suspected
violation of company policies.

* Report the

employee to law

The government has agreed to delay
temporarily the implementation
of the requirement that federal
contractors and subcontractors with
qualifying federal contracts use the
US. Citizenship and Immigration
Services (USCIS) E-Verify system
to check the immigration status of
their employees. The requirement
was scheduled to take effect January
15, but the government has delayed
its implementation until February 20,
2009.

The delay is the result of a lawsuit
filed against the government by a
coalition of business groups led by
the US. Chamber of Commerce.
The parties to the suit agreed to
the delay to give them time to make
their arguments to the court. It is not
known whether the court will rule on
the lawsuit before the February 20
implementation date.
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enforcement authorities in

appropriate circumstances.

Allof theabove should beaccomplished
exposing  the
employer to claims for defamation and

without needlessly

malicious prosecution.
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Richard ]. Reibstein is a partner in
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employment law practice in New York
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Federal contractors should continue

to identify any federal contracts that
would be impacted by this rule and
to consider how they will implement
the E-Verify requirement if the rule
ultimately takes effect.

We will continue to keep you
updated on this issue.
have any questions regarding the
E-Verity requirement and whether
company has qualifying
federal contracts or subcontracts or

If you

your

other business immigration issues,
please contact Geetha Nadiminti,
gnadimint@fordharrison.com, 404-
888-3940 or any member of Ford
& Harrison’s Business Immigration
practice group.
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